Rethinking Systemic
Cyber Risk—An
Approach for Growth

Cyber risk is the insurance
industry’s top growth opportunity.
As demand increases, however,
threats emerge.
One threat looms especially large—
systemic cyber risk.

Uncertainty about systemic cyber risk ties the hands of the insurance industry, leading
to conservative decision-making. By leveraging data and analytics, cyber insurers can
rethink their approach and break the shackles that are hindering growth.
Systemic Cyber Risk—An Insurance Minefield
Cyber risk is an emerging and evolving threat. Any
organization that depends on technology has cyber
risk, and that is virtually every organization in the
world. The most pressing form of this risk facing the
insurance industry today is systemic cyber risk—the
potential for a single vulnerability to affect the security

and finances of dozens if not hundreds of companies.
The sources of systemic cyber risk are many—similar
to land mines in a minefield—and the insurance
industry’s inability to navigate this minefield and
quantify this risk is limiting the growth of this line of
business.

A few land mines, or sources of systemic cyber risk, include:

Companies are increasingly
relying on third-party IT service
providers that own significant
market share for on-demand
rental of software and hardware.

Common
vulnerabilities

Undiscovered or unpatched
hardware and software
vulnerabilities can be weaponized
by hackers to maximize damage.

These sources of systemic risk aren’t mutually
exclusive, which can lead to unexpected losses for
cyber insurers with unclear policy wording regarding
the failure or compromise of these sources of risk.
In addition, unlike natural disasters—whose risk is
correlated by easily verifiable geographic location—
systemic cyber risk aggregates itself around sources
that are challenging to understand.
It’s likely that cyber insurers are accumulating risk
tied to these sources, so the potential that a single
incident could trigger large losses across an insurance
portfolio is high. For example, a report from AIR and
Lloyd’s estimates that the failure of a top cloud service
provider could cost the U.S. economy USD 15 billion
and insurers up to USD 3 billion.

Internet
infrastructure

Providers of the hardware
networks and software
layers that support internet
communications—such as ISPs
and content delivery networks—
are high-profile targets.
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More than 80% of the losses from this scenario
wouldn’t be covered by insurance under today’s
market conditions, highlighting the opportunity and
responsibility for the insurance industry to help society
recover from this type of incident. This protection
gap exists because cyber insurance isn’t as well
penetrated as other forms of insurance, and it’s
exacerbated by the conservative approach being
employed today.

The Costs of Limiting Cyber Insurance
Coverage, or Business as Usual

Despite several eye-opening cyber incidents that have
showcased the systemic nature of cyber risk, insured
losses for the industry have thus far been low, as
coverage remains narrowly provided with low limits,

Growth opportunities
are missed
76% of existing insureds seek
higher coverage and limits.
Expanding coverage can be just
as effective in driving premium
growth and can improve
perceptions about the value of
cyber insurance.

high deductibles, or long waiting periods. Cyber
insurers are lacking the confidence to underwrite risks
they don’t fully understand and are less willing to
cover the impact of systemic cyber risk. As a result,
48% of information security professionals feel that
insurance is only “somewhat adequate” at addressing
the financial consequences of their organization’s
cyber security exposure.
This conservative strategy—while seemingly effective
at protecting balance sheets from catastrophic
exposure—raises concerns that having a narrow view
of managing systemic cyber risk results in overlooking
opportunities to advance the viability of insurance
business. Below are some trade-offs of taking this
approach.

Innovation is
hindered
47% of cyber insurers say the

recent major cyber events had no
impact on their underwriting or
pricing. Having experienced no
losses, insurers are not learning
from these events in a way
that translates to evolving their
products.

Threats are omitted

Silent cyber exists in many lines
where coverage isn’t actively
limited. Insurers believe that silent
cyber can increase combined
ratios by 7%—potentially
crippling in an environment of
thin margins.
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Increasingly competitive markets will force cyber
insurers to expand coverage, whether they are
ready to or not. Meanwhile, the concerns about
overexposure to systemic cyber risk remain driven by:
—— A lack of knowledge about systemic cyber risk
and its potential impact
—— Little or no data about cyber risk collected inhouse
—— No bandwidth to identify growth opportunities
To overcome these obstacles, cyber insurers need to
re-evaluate their approaches for managing cyber risk

so that they can comfortably expand coverage in a
way that doesn’t exceed their risk appetites.

Systemic Cyber Risk Must Be Studied and
Continuously Monitored

Portfolio managers and analysts need to understand
the nature of systemic cyber risk to effectively
manage it. To do nothing means further risking
adverse selection and growing the hidden risk.
For that reason, the accumulations of risk within a
portfolio must be regularly measured and monitored.

Accumulation analysis can be approached in two ways:

Market share

A market share approach relies on broad
assumptions to estimate the systemic risk in a
portfolio. This approach is useful when information
about the exposures is limited.

Example: If a major cloud provider owns 30%
of the market, then 30% of the exposures
in your portfolio would be impacted by a
downtime event of that cloud provider.

Detailed accumulation

A detailed accumulation approach uses
organization-specific data to determine exactly
which companies would be impacted by the
systemic risk scenario.

Example: Having identified which cloud
providers each company uses, you can see
the specific companies that are impacted,
and also see the ones that can be omitted
from the analysis.
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Market Share vs. Detailed Accumulation
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The report from AIR and Lloyd’s also studied the
differences between these approaches and found
that the more a portfolio deviates in composition
from the industry at large, the greater the difference
in outputs will be between the two approaches. To
illustrate this, the chart shows a comparison of the
differences of using a market share approach and
a detailed accumulation approach when analyzing
insured losses for the industry as a whole and for a
unique insurance portfolio. When analyzing cloud
downtime events of varying severity, we see that,
on average, differences for the industry analysis are
relatively smaller than for the portfolio analysis.
These findings demonstrate how both approaches
have a place within the risk management process. If
you don’t have access to detailed exposure data and
are confident your portfolio aligns with the industry,
then you can afford to use a market share approach
knowing that there will be some uncertainty in the
output, although reduced.
When both approaches are used together, more
powerful insights about the nature of the risk at hand
can be obtained and used to inform underwriting and
portfolio management decisions. For example, if a
detailed accumulation approach analysis shows lower
losses than a market share analysis, then it’s likely
that your portfolio is overexposed to systemic cyber
risk and underwriting guidelines can be adjusted

The value of being capable of performing both
approaches underscores the importance of having
detailed exposure data at hand and of solving for the
second obstacle—little or no data about cyber risk
collected in-house.

A Complete View of Cyber Risk Requires
Data from Multiple Sources

Cyber insurers find themselves with too little data
about the vulnerability of their insureds because
market dynamics prevent them from collecting
this information at the point of underwriting. The
increasing competition among insurers incentivizes
them to ask few questions because buyers prefer to
maintain that sensitive information as confidential and
not share more than the minimum required. Even if
buyers felt comfortable providing the information, they
often don’t fully understand their exposure to cyber
risk, making this the top obstacle to selling cyber
insurance.
As people and processes have become unreliable,
the cyber exposure data problem has now become a
problem that technology is best suited to resolve. The
digitization of society and business that is creating
cyber risk is also allowing for valuable information to
be extracted and organized by technology in a way
that informs decision-making processes.
Data from all these distinct sources can be
consolidated and mapped to the specific
organizations insurers are evaluating to supplement
the data being obtained at the point of underwriting.
By augmenting underwriting data with third-party
data, insurers can simplify the process of selling cyber
insurance and expand to segments of the market that
aren’t willing to provide or aren’t capable of providing
more thorough data.
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Sources of cyber risk data

Firmographics

Outside-in scans

Inside-out scans

Threat intelligence

Process and policy

Incident data

Organizational characteristics,
such as industry, revenue, and
employee count are extracted from
public and private data sources.

Machines read streams of data
from the surface, deep, and dark
webs to uncover compromised
organizations and new
vulnerabilities.

Sensors on the public space of the
internet scan a company’s network
perimeter to identify their virtual
supply chains and monitor security
outcomes.

Data exchanges—used
by organizations to assess
compliance with security process
and controls—are mined for cyber
information.

In addition, combining firmographic and
technographic data provides insights to perform more
accurate market share analysis. Industry trends are
good indicators and can be used to close information
gaps with reliable data. The charts show market
shares by industry and country for a major cloud
service provider and how no data was available for
some of the industries and countries. By leveraging
the detailed information where raw data is available,
market shares can be modeled to complete the view
of risk.
To continuously grow this line of business, cyber
insurers not only need access to data, but also the
ability to dig into it and uncover insights that can
drive growth. Many of the data sources mentioned
here reveal the points of aggregation, such as
cloud providers, that create correlation among the
exposures in a portfolio. Cyber insurers should be

Sensors installed in a company’s
network scan their internal
architecture to identify assets,
device configuration, access
points, and other security aspects.

Scraping algorithms compile
cyber incident loss data from
governments and other public
sources.

testing these points to determine which ones are
driving their risk accumulations. With enough data,
a view of the insurable market can be created to
benchmark a portfolio against the trends seen across
the market. This need leads to the third obstacle—no
bandwidth to identify growth opportunities.

Analysts Need Transparent and Flexible
Systems

Even though cyber is an emerging line of business,
the analysis and reporting expectations can be the
same as other mature lines. Risk managers are being
asked by their company boards to periodically report
on the level of cyber risk (including silent cyber) to
which their company is exposed, and they need to be
able to explain their findings with confidence. All this
can require manual and repeated analysis and data
processing—potentially taking resources away from
other more valuable activities.
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Raw Data Market Shares by Industry
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External stakeholders are also requiring reporting.
Lloyd’s syndicates are required to analyze specific
cyber scenarios and report their exposure. The
National Association of Insurance Commissioners
(NAIC) is developing new reporting requirements
for insurers to better track cyber insurance policies
issued in the marketplace. A.M. Best has stated they
expect companies underwriting cyber insurance
to provide detailed and credible assessments of
potential loss accumulations.
These requirements are time-consuming, but they
can’t be dismissed. For analysts to find the time to
identify growth opportunities, they need modeling
systems that are sufficiently standardized to
streamline periodic reporting activities, and flexible
and transparent enough to give them the freedom to
explore and uncover growth-fueling insights about
their insurance portfolios. This allows them to:
—— Capture cyber exposure data in a standardized
format that leads to the efficient updating of risk
metrics such as distributions of exposed limits
and accumulation scenario losses. With near
real-time information about the book of business,
underwriting and portfolio managers can provide
the latest insights to their organization.

Professional Services

Wholesale Trade

—— Understand the drivers of risk by identifying each
exposure’s attributes and how they contribute to
total portfolio losses. With a diversification and
growth strategy in place, they can determine
the marginal impact of new policies on cyber
accumulations to evaluate the success of these
strategies.
—— Keep up with the rapidly evolving risk by modifying
a model’s severity and vulnerability assumptions
so that it reflects the latest threat vectors and their
impact. As the risk landscape shifts, analysts can
ensure that new policies being written cover the
amount of risk. This flexibility provides additional
transparency because they themselves are
defining the analysis conditions.
New insurance terms and conditions can be
tested and optimized by using models in a risk-free
environment before being introduced into the market.
Transparency and flexibility features are essential, as
they provide the freedom to explore new options and
understand the impacts on the portfolio.
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Analytics Are Guiding Cyber Insurers Ahead

Established insurers with experience writing
technology Errors and Omissions (E&O) or cyber
policies may have begun to overcome these
obstacles, but if cyber risk continues to evolve at its
current pace, even they can find themselves in the
same position as new entrants with a need to refresh
their risk management approach. Analytics platforms
that combine comprehensive modeling approaches,
continuously source real-time data, and open
themselves to testing can be leveraged to develop
new strategies that differentiate insurers from their
competition and reduce the cyber protection gap.
AIR has developed ARC, a cyber risk modeling
and analytics platform, with these needs in mind.
ARC offers the insurance industry the means to
quantify cyber security threats and informs product
development, risk selection, pricing, portfolio
management, and risk transfer. ARC uniquely

supports management of systemic cyber risk by
offering the following features:
—— Risk models that quantify the likelihood and
financial impact of several types of cyber incidents
such as security breaches, service provider
downtime, or electric grid blackouts. The ability
to perform both market share and detailed
accumulation analysis is unlike any seen in the
market.
—— A comprehensive exposure database developed in
partnership with leading cyber data providers such
as BitSight Technologies and Risk Based Security
underlies the platform. Matching algorithms are
leveraged to access detailed cyber risk data and
link it back to your own.
—— A flexible and transparent modeling framework
empowers users to explore unique views of risk
and examine the underlying data and assumptions
that drive modeled output.
The cyber risk insurance market is dynamic, and to
maintain relevance insurers will need to continually
rethink their view of systemic cyber risk. As cyber risk
management needs continue to evolve, the data and
analytics that ARC provides will evolve as well.

Want to learn more?
visit air-worldwide.com
AIR is a Verisk Analytics business.
AIR Worldwide is a registered trademark of AIR Worldwide Corporation.
©2018 AIR WORLDWIDE
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