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Cyber Attacks and Causes of Loss Continue to Evolve
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Facebook Security Breach Exposes Accounts
of 50 Million Users

amazon | cLou compuTing

Amazon’s massive AWS outage was caused by human
error

One incorrect command and the whole internet suffers.

By Jason Del Rey | @DelRey | Mar2, 2017, 2:20pm EST
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One of the challenges for Facebook's chief executive Mark Zuckerberg is convincing users that the
company handles their data responsibly. Josh Edelson/Agence France-Presse — Getty Images
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MASSIVE DATA BREACH
EQUIFAX DATA BREACH ONE OF THE LARGEST HACKS EVER | @NN ‘
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But It Isn’t Just Large Corporations that Are
Seeking Cyber Cover

Q The majority of our new-to-market
buyers of standalone cyber insurance
are (including those switching from

endorsements):
Don't know
Large 4%
companies Mid-size
(revenues companies

1B+) (revenues
7% 50M - 1B)

Small
companies
(revenues
less than
50M)
44%

« Furthermore, 76% of existing insureds seek higher coverage and limits

Source: Advisen and Partner Re, 2018
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The Result: Cyber Insurance Take-up Rates Vary
Widely Across Industries

Cyber Insurance Take-up Rates by Industry and Turnover

60%
50%
40%
30% Health Care
Communications, Media and Technology

20% Educatiion

° Hospitality and Gaming

Power and Utilities
10% Services
0% Retail/Wholesale
< Financial institutions
$2.5M .
$2.5M to .$5M S5M to $15M All Other Industries
S15M to 31 :J;)M $300M $1B to Manufacturing
S100M $300M to S1B $58 > S$5B

Source: AIR

m0%-10% ®10%-207% m20%-307% ™30%-40% m40%-50% m50%-60%
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ARC Enhances Cyber Risk Decision-Making

r\r/ \

Detailed Risk Global Cyber
Models Database

Transparency

& Flexibility
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Our New Probabilistic Cyber Model Is Now Available
INn the Latest Release of ARC!

Security Breach Cloud Service Provider Downtime

* Phishing/social engineering scams * Business Interruption for >100 cloud providers
* Malware and other computer hacks

e Accidental issues

* Unauthorized data disclosures

* GDPR Impact Assessment

Industry Exposure Database Region-Specific Industry Market
Expansion Shares

* 12.4 Million Records * U.S., Canada, Great Britain, Europe, Japan,
* 40,000 new international organizations added Australia, and rest of world (RoW)
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Region-Specific Industry Market Shares

U.S., Canada, Great Britain X
_Europe, Japan, Australia,
and rest of world (RoW)




Data on Wide Range of Security Incidents Available
Security Breach Incidents by Type

Number of Incidents
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Bias in Reported Data Requires Adjustment Using Claims

Security Breach Frequency Varies by
Company Size

Breach Rat

1 10 100 1,000 10,000
Revenue (USD Millions)

® Publicly Reported
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Bias in Reported Data Requires Adjustment Using Claims

Security Breach Frequency Varies by
Company Size
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Machine Learning Identifies Drivers of Risk
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Exploﬂed Patching
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Breach Severity Is Driven by Numlber of Records Lost

100,000

10,000

1,000 *

100

Breach Frequency
(Count in 5-year Period)

1 10 100 1,000 10,000 100,000 1,000,000 10,000,000 100,000,000 1,000,000,000
Number of Records Lost
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GDPR Fines Expected when Security Breaches Occur

EU Citizen
Data
Footprint

Probability
Revenue ‘ Assumptions

3

Expected
GDPR
Fine
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Sufficient Data Available to Validate Model Output
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Cyber Risk Policies Have Been Mispriced
Comparison of Insurance Pricing vs Model Estimates
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Most Breaches Result in Total Insured Loss

10,000

1,000

100

10

Loss (USD Millions)
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EP Curve for Large Retailer
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Large Retailer Notional Layer Losses

10M x 94.5M
10M x 84.5M
10M x 74.5M
10M x 64.5M
o
E 10M x 44.5M
10M x 34.5M
10M x 24.5M
10M x 14.5M

10M x 4.5M
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Cloud Providers Can Fail for a Variety of Reasons

S. .
= ? Environmental

Lt
m Adversarial -I:i-:::z Structural
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Cloud Providers Can Fail for a Variety of Reasons

Adversarial, 6.1%

Environmental,
15.2%

Structural, 62.1% Accidental, 16.77%
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Robust Risk Management Includes Several Approaches
Market Share Approach Detailed Accumulation Approach

Cloud Vendor X has 25% Market Share Cloud Vendor X is used by these specific 33% companies

=_
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Data on Cloud Downtime Incidents Available
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Downtime (Hours)

Not All Cloud Providers Are Equally at Risk

EP Curve: Single Region Incident EP Curve: Global Incident
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Downtime Validation for One Cloud Provider

Downtime Validation for One Provider
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Cyber Insurers Expected to Lose Billions per Year

Insured Loss (USD Billions)
o - N W A O O N ~0

Exceedance Probability

® Business Interruption ¢ Security Breach ® Combined
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Verisk Offers a Holistic View of Cyber Risk

t

; @
—
Improve your policy and Automate your rating
rating solutions updates

Understand the likelihood Identify growth
and financial impact of opportunities
cyber incidents

Access estimates of global
cyber losses
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Access Cyber Data and Analytics via Underwriting Report

Firmographics

Technographics

Modeling

©2018 AIR Worldwide

EXECUTIVE SUMMARY

Organization Name ABG RENEWABLE ENERGY

Naturs of Business (NAICS) 221116 - GEOTHERMAL Primary
amet, posso cobat 221114 - SOLAR ELECTRIC POWER GENERATION Secondary

Perkata vokuptatbus o mel, oo minkmum uf duo. 221117 - BIOMASS Tartary

Revenue $300M

Number & Severity of Dats Breaches Last 3 Yoars. 2.0 $20,000,000

Lororn pem dolor st amet, consactotur adipiackg o, 304 6
‘ohasmad tampor Incididunt 2 sbors et dokore magna asqua. LR enim
d minim veniam, quia nostnud exarcitation uiamoo labora nis ut
aluip ax 0 commodo consequst.

Oversil Event History Grade

10th Percentile

o amet,
olore magna alqua. Ut enim ad inim veniam, quis noatrud.

Golore magna alqua. Ut eniem ad iniem veriarm, quis nostrud.

Overall Score
—
> Larom Ipaum dolor st amt, corsectatir
ot dolors magn aus. Ut ank 3 i versam, G ncstrud
Score Trend Rating 74th Percentile
Lorom Ipeum dolor l
ot dolors magna saus. Ut ank ad i veriam, aui ncstrad,

Soen Parcentiie

123 MAIN STREET
JERSEY CITY, NJ 07310

Number of Employees 1.000
Dats Established JUNE 12. 1858
Legal Structure of the Organization GOVERNMENT
ot
Stats of Domicile NEW JERSEY
Website ABCRenewableEnergy.com
Web Presence [©) Ascrenewabisenergy.comvbiog
euding
I3 tacovoo
ertorcamert o 10 for botn commercal and reekdertal coraruction
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Silent Cyber Threat Looms Throughout
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ARC Supports Cyber Business Growth

\ . Optimize your underwriting strategy

=0t Diversify portfolio with more confidence

oio

o Keep up with evolving risk landscape

Wy
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Register for the 2019 AIR Cyber-Casualty Conference

When: Tuesday, February 12, 2019
ARCYBER-CASUALTY Where: The Westin New York at Times Square
Sem"]ar t What: Thought Leadership, Product Presentations, Breakfast,
crmmmmmsseEaE ) Lunch and Networking Reception with AIR and Industry Experts
Pricing: S155*

*Take advantage of our limited-time offer through November 30:
Buy 1 registration and get 1 FREE! https://airww.co/cybercasualty19



https://airww.co/cybercasualty19

Book a 1:1 Demo of ARC and Learn More
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Powered | Manage  Create Load Velidate Sa ete Company Exposure Launch Analysis  Show
By AR - Exposure Data Exposure Data Data  Da Match  Summary  Scenario - Results _Right Panel
Exposure Data Anaytcs ARC Config
07 ° e
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1 -

2 Analysis Name Fortune 100 Security Breach Date Submitted 9/20/2018 21:19

3 Exposure Fortune100_Sample Model Probabilistic Models

4 Backfill Option Enhance Data Models Included Probabilistic Security Breach

5

6

7]

8 Security Brea Security Breach - EP Summary Table

Aggregate Aggregate
Perspective

9 a Ground Up Loss -l Gross Loss |
10 1,000,000,000,000 AAL 221,257,698 12,728,958

1" SD 11,281,744,250 10,231,630

12 100,000,000,000 2 63,281,267 ‘10.325.859

13 5 199,194,033 20,533,821

14 _10,000,000,000 10 386,916,006 26,996,624

15 a 25 841,985,792 34,221,615

= 1,000,000,000 T
16 o 50 1,436,025,053 39,744,631
17 3 100 2,445,130,575 44,896,310
100,000,000 ! |

18 200 14.105,513,827 149,546,575

19 10,000,000 250 4,719,313,052 |50.994.919
20 500 |7.866,069,682 55,801,961
21 1,000,000 1000 12,721,145,819 60,086,648
pp) 100.000% 10.000% 1.000% 0.1009 0.010% 10000 68,219,962,463 72,606,449
23 Exceedance Probability 25000 86,506,741,922 81,127,711

d ! |

24 fround e —em e 50000 101,709,871,827 83,905,333 ]
25
26

Organization Input | Contractnput | Exposure Summary | Company Match | Security Breach | Business Interruption | Detailed Bl Output | Blackout Probabilistic | Lioyd's Cloud | Lloyd's Data Theft | Probabilistic Analysis Result | (&)
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https://airww.co/cyberdemo
https://airww.co/cyberanalytics
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